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The VoIP “Matrix” Technology(
The VoIP Matrix Technology™ is Ranch Networks’ patent-pending clustering technique developed to increase scalability, reliability and security across Asterisk server farms. 

The VoIP Matrix Technology enables customers to combine one or more Asterisk servers with an RN appliance – forming a virtual IP PBX matrix that supports a large number of simultaneous calls. Like a web server farm, theoretically the VoIP Matrix Technology could support tens of thousands of simultaneous calls using an Open Source Asterisk IP PBX software. The VoIP Matrix Technology, bridged with the RN appliance, ensures zero dropped calls on a VoIP network, guaranteeing bandwidth allocation for these calls. It also solves the problem of re-registering IP phones in the case of registrar server failure.

The main idea behind VoIP Matrix Technology is to distribute all new calls among the Asterisk servers in a cluster. This technique is a seamlessly scalable solution, which enables customers to add more Asterisk servers as their needs grow.

Ranch Networks' “Matrix” solution targets different markets, such as Hosted PBX, Service Providers, Call Centers and Enterprises.

How does VoIP Matrix Technology work?

[image: image3.png]digium|Asterisk
Certified Solution



The following figure shows a full scale, redundant Matrix technology implementation. Matrix Technology allows customers to separate the Asterisk SIP proxy and registrar functionality. This enables building two types of clusters – a registrar cluster and a proxy cluster. The RN devices can distribute both the registration and call management traffic independently. Hence, each cluster can be configured to have its own size and user-defined load-balancing algorithms. In case of registrar server failure, Matrix technology eliminates the need for re-registration of IP phones.

All Asterisk servers exchange information with the RN device, using MIDCOM protocol. The RN device represents all clusters of Asterisk proxies and registrars by a single IP address and MAC address, which is the IP address and MAC address of the RN device. This representation protects the entire system against attacks.

New calls are distributed among all active Asterisk servers in the cluster. All registration messages go to the registrar cluster, and other signaling and call setup messages go to the proxy cluster. Based on user-defined algorithms, the RN device chooses the appropriate Asterisk proxy. During this call establishment process, the Asterisk proxy sends multiple polices to the RN device, using MIDCOM protocol. The polices are:

- Security policies – these polices specify to the RN device what “pinholes” (Source IP, Source Port, Destination IP, Destination Port) should be opened for THIS specific call. Thus, the RN device keeps open only “pinholes” allowed by the Asterisk server, and blocks all other traffic

- NAT policies – these polices specify to the RN device how to provide NAT and PAT functions for THIS specific call. This means that IP phones in remote offices, as well as the Asterisk server itself, can have any private or public IP addresses. Also, NAT polices allow having many branch offices with the same private IP addresses for IP phones.

· Bandwidth policies – these polices specify to the RN device what Bandwidth and/or QoS should be used for THIS call. This means that different call types can have different allocated Bandwidth – for example, 64Kbit for voice and 500Kbit for video. The Bandwidth policy is based on the chosen CODEC type and allows the RN device to prevent DoS attacks. For example, the RN appliance will guarantee that 64Kbit will be allocated to THIS call regardless of Data bursts.

- Bridging policies – these polices specify to the RN device how to “bridge” the RTP traffic flows through the RN appliance without sending a single packet to the Asterisk server (except in a few cases, such as DTMF signaling or conferencing). RN devices “bridge” the RTP stream by using RN’s “Hardware”, not “Software”. Bridging helps to reduce latency and jitter for the RTP stream, providing better voice and video quality. Also, it significantly offloads the Asterisk server. Bridging allows all currently active calls to continue even when the Asterisk proxy that set up this call is inactive or disconnected.

When a call is torn down, all the pinholes are closed and all the policies related to this call are removed.

The RN device monitors all Asterisk proxies and registrars using SIP health messages. When any of the Asterisk servers stops responding to the SIP health monitoring messages, it will be taken out of the cluster in real-time. As soon as this server resumes responding to the SIP health monitoring messages, it will be added back to the cluster, again in real-time. The VoIP Matrix Technology allows for users to also add a new IP PBX in real-time, as well as removing existing Asterisk servers for maintenance purposes, without disturbing current calls.

The VoIP Matrix technology benefits summary

There are many benefits resulting from the VoIP Matrix technology, but the most important are the following:

· Ability to build very cost effective, reliable, large-scale call centers using inexpensive open source Asterisk IP PBX.

· Ability to increase capacity of Media bridging. Each Asterisk will handle a certain amount of calls and provide media conversion for them. Such functionality is very important for VoIP to PSTN transitions.

· Ability to provide seamless scalability. Customers can add any type and any number of servers to a cluster.

· Ability to provide uninterruptible service while updating or maintaining hardware. Also, it allows easy maintaining of networking equipment, including graceful shutdown and startup of Asterisk servers.

· The RN clustering solution allows users to have a cluster of registrars, so when any of the registrar servers fails, no IP phones will be affected.

· Ranch Networks Matrix solution allows having only one public IP address, which is actually the IP address of the RN box. By doing this, RN devices secure all Asterisk servers against DoS attacks

· Geographic redundancy. Since Matrix technology allows working with both private and public IP addresses of servers, customers can distribute traffic very efficiently among different geographical locations.

· The RN device bridges the RTP media between the SIP end points, allowing for media to continually flow without interruption, and offloading Asterisk servers.

· For those calls that are bridged by RN appliances, the VoIP Matrix Technology ensures zero dropped calls on a VoIP network, prioritizing calls over data

· All the above functionality is available on top of regular Data Networking features such as Multi-zone firewall, VPN, Bandwidth Management, Load balancing and more. 

The unique functionality of Ranch Networks appliances allows Enterprise customers to enjoy reliable, inexpensive VoIP services with the Asterisk IP PBX.
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